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Abstract— With the rapid growth in online services, hacking 
(alternatively attacking) on online database applications has become 
a grave concern now. Attacks on online database application are 
being frequently reported. Among these attacks, the SQL injection 
attack is at the top of the list. The hackers alter the SQL query sent 
by the user and inject malicious code therein. Hence, they access the 
database and manipulate the data. It is reported in the literature that 
the traditional SQL injection detection algorithms fail to prevent this 
type of attack. In this paper, we propose a machine learning based 
heuristic algorithm to prevent the SQL injection attack. We use a 
dataset of 616 SQL statements to train and test 23 different machine 
learning classifiers. Among these classifiers, we select the best five 
classifiers based on their detection accuracy and develop a Graphical 
User Interface (GUI) application based on these five classifiers. We 
test our proposed algorithm and the results show that our algorithm 
is able to detect the SQL injection attack with a high accuracy 
(93.8%). 

Keywords— Database application, SQL injection, SQL detection, 
database Security, machine learning, classifiers. 

I. INTRODUCTION  

Global internet users have reached 4.2 billion in 2018. The 
International Telecommunication Union (ITU) is expecting that 
about 50% of world population will have Internet access by the end 
of year 2018 [1,2]. In harmony with this tremendous growth in 
Internet users, there has been a similar growth in the services 
offered over the Internet. Till now, numerous  online services have 
been introduced including e-commerce, business-to-business 
support, and large data repositories. Many other innovative services 
are yet to come in a very near future. As the number of online 
services is increasing, so is the security threats, which have become 
a great concern now for both Internet users as well as online service 
providers. Having the organization’s resources available online and 
adopting lenient security measures, unauthorized parties can access 
to confidential and sensitive data of an organization. Nowadays, 
database applications have become the main target of this kind of 
unauthorized access.  

The security threats on database application are often associated 
with users’ supplied data. Structured Query Language (SQL) is 
commonly used to query, operate, and administer database 
application. User supplied data are often used to generate the SQL 
statement that ultimately accesses database. The attackers can 
modify or manipulate the user-supplied data and hence can get 
access to the database. National Security Agency (NSA) [3] has 
reported numerous attacks on the database applications as shown in 
Fig. 1. Among these attacks, the most common attack is called cross 
site scripting attack (49.67%) and the next common attack is the 
SQL injection attack (18.01%). Open WEB Application Security 
Project (OWASP) has also listed the SQL injection attack as the top 
most threat on web based application in 2013 [4]. 

 
 

Fig. 1. Common attacks on Web-based applications [3]   

By using SQL injection, the attackers can alter the SQL 
statement by replacing user’s supplied data with their own data as 
shown in Fig. 2. Thus, the attackers can have direct access to an 
database server to retrieve confidential information. However, the 
impacts of the SQL injection attacks are far reaching and they vary 
depending on the database applications. Some of these impacts of 
a successful SQL injection attacks include authentication bypass, 
information disclosure, compromised data integrity, compromised 
availability of data, and remote command execution. 
Authentication bypass enables an attacker to access database 
application by using fake username and password. Information 
disclosure allows an attacker to obtain sensitive data from the 
database. Compromised data integrity assists an attacker to change 
some contents of the data in the database. Compromised 
availability data enables an attacker to delete some information 
from the database. Remote command execution allows an attacker 
to affect the host operating system. 

 
Fig. 2.  The SQL injection attacks 

2019 International Conference on Electrical and Computing Technologies and Applications (ICECTA)

978-1-7281-5532-6/19/$31.00 ©2019 IEEE



Preventing the SQL attack requires accurate configuration and 
database programming. In addition, database applications must be 
associated with enough security measures [5]. The query coming 
from the user side could be in the form of (a) inputs in text box [6], 
(b) cookies saved in the user machine [7], and (c) server variables 
placed in the URL [8,9].  

Researchers have recommended various techniques to prevent 
the SQL injection attack. The most popular techniques can be 
loosely classified as static, dynamic, and hybrid (both static and 
dynamic) [11]. The static analysis technique checks the correctness 
of the generated SQL queries and examines the mismatch in the 
queries [3]. The dynamic analysis technique is considered as a more 
advanced technique, which allows the system to identify the SQL 
injection in the queries that are valid [10]. Hybrid technique 
encapsulates the advantages of both static and dynamic analysis. 
First, it uses the static analysis to build and train the detection 
models. Then, it uses dynamic analysis to investigate these models 
to make the correct decision [11]. Both dynamic and hybrid 
analysis techniques depend mainly on machine learning approach.   

Many solutions have been suggested based on the above 
mentioned techniques. Among these solutions machine learning 
approach is considered very effective in detecting the SQL 
injection attack. It has been proved that the machine learning 
approach is not only suitable to prevent existing known attacks, but 
also suitable to prevent unknown attacks. However, the results may 
include many ‘false’ positives and ‘false’ negatives depending on 
the classifier used [9]. The SQL injected statement can be easily 
detected provided the proper classifier is used and up-to-date data 
is used to train the same [10]. 

 In this paper, we propose a heuristic approach to detect the 
SQL injection attack. Our approach combines the advantages of 
both static and dynamic analysis through machine learning 
algorithm. We use MATLAB to develop the system and we also 
consider a well-studied data set that covers all possible SQL 
statements. The data set are used to train and test 23 different 
machine learning classifiers. Then, we select the best five 
classifiers based on their performances in terms of the true positive 
and true negative rates. We also present a Graphical User Interface 
(GUI) based SQL injection detection system called the SQLi 
detection system in this paper. We test the proposed system and the 
results show that our system is able to detect the SQL injection 
attacks with a high accuracy (i.e., 93.8%).  The proposed system is 
placed between the database application and database to make 
decision whether to pass the query or not to access the database. 

       The rest of this paper is organized as follows. Some recent 
related works are presented in section II. The proposed system is 
presented in section III showing the methods for extracting and 
selecting the features of the SQL statements and the process for 
collecting the dataset. The training and testing of the machine 
learning classifiers are introduced in the same section with the 
process for selecting the classification algorithms is explained in 
section IV. The results and analysis are presented in section V. 
Finally, conclusions and suggested future works are presented in 
section VI. 

II. RELATED WORKS 

      Many researches have been carried out for detecting the SQL 
injection attack. In this section, we present a critical review of some 
recently published related works. Minhas J. and Kumar, R.  adopt 
a combined (static and dynamic) technique to detect the SQL 
injection attacks in [11].  The proposed technique is very efficient, 
and time saving to detect and block the SQL injection attacks. The 
proposed technique extracts attribute values and compares the 

static SQL queries with the dynamic SQL queries. The objective of 
their study is to minimize the acknowledgment time for the 
incoming queries. The authors consider two cases namely character 
by character, and queries having the same number of tokens. It is 
shown in the work that a combination of both static and dynamic 
detections reduces the possibility of false detection of the SQL 
injected statement. 

    Joshi, A and Geetha, V [12] present a method for detecting the 
malicious SQL queries based on a combination of two classifiers 
namely Naïve Bayes and RBC control mechanism. The tested 
dataset consists of malicious and non-malicious codes, which are 
classified based on the feature vectors. Their novel contribution of 
the work is to split the query into significant elements called tokens. 
Then, they use the index of tokens for further processing and hence 
they have termed their method as tokenization method. In the 
classification phase, the proposed system reads the dataset from the 
text files and sends each data to the classifiers. The results show 
that the proposed classifier can achieve an accuracy of 93.3%. The 
major limitation of the work is that a small test dataset is used. 
Another limitation is that a limited dataset features have been used 
in the work. 

    Kamtuo, K and Soomlek, C present a framework in [13] to extort 
the SQL commands from the dataset and mark them as input 
variables. These variables are then sent to the machine learning 
model for the prediction of the SQL injection attacks. The proposed 
approach prevents the SQL injection attack on the illegal or 
logically incorrect queries, union queries, and piggybacked queries 
on server-side scripting by applying compiler platform and 
machine learning. The authors use 1,100 datasets of vulnerabilities 
to train four different classifiers namely SVM, Boosted Decision 
Tree, Artificial Neural Network, and Decision Jungle. The results 
show that the Decision Tree is the best model in terms of processing 
and accuracy in prediction. The major limitation of the work is that 
the authors do not consider client-side actions in the proposed 
work.  

    Kumar et al. [14] propose a novel runtime technique to prevent 
SQL query injection attack based on a combination of static and 
dynamic analysis. The technique relies on obtaining the value of 
the SQL query attribute of the web pages when the users submit the 
parameters. The technique then matches them with a predetermined 
template query. The proposed system validates user input to reduce 
the runtime overhead. The authors also present a comparison of 
detection and prevention methods of the SQL injection attacks 
namely AMNESIA, SQLCheck, SQLrand, JDBC-Checker, 
SQLGuard, and Tautology Checker. They use six different criteria 
namely Tautologies, Illegal/Incorrect Queries, Union Queries, 
Piggy-Backed Queries, Stored procedures, and Queries structure 
bypassing in the work. The limitation of the work is that it does not 
consider a real-life environment to test the accuracy and 
effectiveness of their approach. 

    Uwagbole, S and Lu Fan, W [15] propose a machine learning 
based classification system for detection and prevention of the SQL 
injection attacks through monitoring the collected dataset from 
known attacks reported in the literature. The proposed 
classification system then tests the dataset by checking the 
signatures list for proving and verifying the outcome result of the 
token-based phase. The classification system deploys the test on 
support vector machine (SVM) algorithm by blocking malicious 
web requests from entering the target back-end database. The 
proposed work has the advantage of implementing it on a big data 
set; however, it lacks the implementation on multiple classifiers of 
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machine learning. In addition, the authors did not present any 
model to test their system. 

     Flexible design of layers and efficient formulas [26] made very 
popular deep learning-based methods in different scientific area, 
especially in automated disease diagnosis, which requires precise 
operations [27,28]. However, it has been observed recently that 
there are still some open issues affecting feature extraction in deep 
learning [29] also parameters should be chosen carefully [30]. 
Therefore, in this work, a deep neural network has not been 
preferred. 

III. THE PROPOSED APPROACH 

     This section provides an overview of the proposed approach and 
explains the steps to detect the SQL injections. Fig. 3 shows the 
detail procedure of the proposed system. First, the injected and non-
injected SQL statements are collected and recorded in a 
spreadsheet. Each statement in the spreadsheet is labelled with 
"No" for non-injected statement and "Yes" for the injected ones. 
Then the pre-processed spreadsheet file is imported into the 
proposed features extractor. The feature extractor analyses the 
statements and generates a feature array for each. The spreadsheet 
file, containing the extracted features arrays, is split up into 5 
fold/parts for the cross validation. When one-fold is used as a 
testing set, the rest four are used as the training set. This process is 
repeated five times to ensure that all the dataset are used for both 
training and testing and to let the classifier classify the results 
correctly and reduce the false positives and negatives in later 
stages. 

 

1. 
2. 
3. 
4. 

 
5. 
6. 
7. 
8. 
9. 

10. 
11. 
12. 
13. 
14.  

Load the dataset for injected SQL statements 
Load the dataset for the non-injected SQL statements 
Create a spreadsheet file combining the injected and non-injected datasets 
Extract the features from the spreadsheet file by applying the developed 

“Features Extractor” MATLAB code. 
For Each of the 23 machine learning classifiers 
       Split the extracted features from the dataset into five folds. 
       For Each fold of the five folds 
              Use the current fold as testing set 
              Use the remaining four folds as training set 
       End For 
       Analyse the classifier and identify its accuracy  
End For     
Select the most accurate five classifiers 
Implement the selected classifiers in a user-friendly interface 

for checking new SQL statements. 
 

 

Fig. 3.      The proposed system procedure 

 
    The classification algorithms, available with MATLAB, are used 
to train the dataset through 23 different machine learning 
classifiers. After the classification learners are trained, the accuracy 
of each classifier is studied and the most accurate five classifiers 
are selected to achieve an accuracy of 93.8%. At the end, a 
graphical user interface program is developed in MATLAB to let 
the users test their own SQL statements through the best five 
classifiers and identify whether the submitted SQL statements are 
injected with malicious commands or not. 

    Training a machine learning classifier requires an array of 
features that describes each SQL statement. For this purpose, a 
MATLAB program is developed to investigate each statement and 
analyse it to produce an array of features. These features are 
considered the predictors for the machine learning classifier and an 
extra record is added to them to indicate whether the SQL statement 
is injected or not. Selecting the features extracted from the 

statements is an essential part of any machine learning based 
system.  Based on the existing references, we experiment our 
proposed system initially with nine features. Three out of the initial 
nine features are excluded from the system as they are found to be 
producing a misleading effect on the classification system and 
influencing the overall accuracy of the detection. The selected 
features are described as follows. 

A. Any comment character is present 

Having a single or multiple lines comment character in a 
statement generated from an application is not a common practice 
by the programmers. The reason is that when a user executes her/his 
query in the applications, she/he never includes a comment with it. 
On the other hand, the attackers use this approach to include a 
comment character after their malicious command to let the system 
neglect the rest of the query maintained by the application. 

B. Number of semicolons 

The SQL statements are terminated with one semicolon at the 
end of it. When an attacker injects her/his malicious commands in 
the middle of the statement, she/he places a semicolon and then 
comments the rest of the statement, which result in having multiple 
semicolons. As we are dealing with it as a string and not command, 
we can identify if multiple semicolons are present or not. 

C. Presence of always true conditions 

Always true conditions rarely can be found in the benign SQL 
statements while they are the most common terms used by attackers 
in their injection to make the condition always satisfied after the 
OR operator. Researchers have considered this approach; however, 
they only have considered the checking for number1=number1, 
variable1=variable1, and ‘string’=’string’. In our approach, we add 
the checking for number1!=number2, variable1!=variable2, and 
‘string1’!=’string2’ so that it will also always return a true value. 

D. The number of commands per statement 

Regular queries generated by applications usually consist of 
one request only such as SELECT. When an attacker injects her/his 
code in the original SQL statement, it results in having one 
statement with more than one requests. 

E. Presence of abnormal commands 

When an application reads the input from a user and inserts it 
into a statement, it usually uses SELECT, INSERT, or DELETE 
requests. Having statement coming from the application with 
DROP, CREATE, COMMIT, ROLLBACK, GRANT, REVOKE, 
and DECLARE, requests may indicate that a malicious action is 
happening. 

F. Presence of special keywords 

Having a statement coming from an application, which is 
operated by a user requesting for the version of the SQL server, 
could indicate a malicious action. A set of similar keywords are 
used to be checked in the statement through the developed features 
identifier code. If any of the keywords is present, the program will 
detect it.  

    The features that we select for our features extraction system are 
well experimented and studied in the literature. We implement our 
system through MATLAB code. The step-by-step pseudocode for 
the developed features extraction method is given by the algorithm 
shown in Fig. 4. 
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1. 
2. 
3. 
4. 
5. 
6. 
7. 

 
8. 

 
9. 

10. 
11. 
12. 
13. 

  

procedure Features Extractor 
Input the name of the spreadsheet file to be imported 
Load the spreadsheet file  
Save the spreadsheet file content to STRING ARRAY 
Initialize Total Array to zeros 
Initialize Statements number counter to one 
While Statements number counter less than the total number of 

statements 
        Get the row having the statement with number that is equal to the 

counter 
        Calculate the features 
        Append all the calculated values to Total Array  
end While  
Create Excel file and save the array to it 
end procedure 

 

Fig. 4.     Features Extractor Algorithm 

 
Obtaining a good quality dataset for the SQL statements is a 
challenging task as no datasets are available on the internet. In our 
case, the dataset must include two types of instances; those related 
to non-injected SQL statements and injected statements. Fig. 5 
shows the process followed in preparing the dataset for the non-
injected SQL statements, where all SQL statements are collected 
from the examples provided in [21]. We select 105 SQL 
statements in the work. Note that the statements that are not 
generated by the application, but generated by the users (i.e., 
dropping tables or granting privileges) are not considered for this 
list. The syntax for the collected 105 SQL statements are verified 
manually and the statements are kept in a spreadsheet file as a 
preparation for the next step. 
  

1. 
 

2. 
3. 
4. 

 

Gather all the SQL statements examples from the w3eschools SQL 
tutorials. 

Eliminate the non-related and repeated statements. 
Create a spreadsheet file containing all the SQL statements. 
Verify the SQL statements to produce SQL_Statements spreadsheet file. 

 

 
Fig. 5.    Dataset Collection procedure for non-injected SQL Statements. 

 
Fig. 6 shows the process followed in obtaining the dataset for the 
SQL injected statements. This Fig. also shows that the pre-
processing of the data and making them ready for the next stage. 
The most updated and authentic lists are found in the OWASP 
[22]. The lists show generic as well as vendor specific SQL 
statements. All proper statements are collected, and their syntaxes 
are verified manually. Then, the collected injection lists are 
classified according to their syntaxes that are inserted after the 
numeric data, string data, numeric data in a bracket, and string data 
in a bracket. A set of benign statements are selected that includes 
almost all possibilities. Then the list of injections is injected into 
these statements to generate full the SQL injected statements. The 
full SQL statements list is double-checked, and the syntax is 
verified manually resulting in a 513 SQL injected statements that 
are collected in one spreadsheet file to be processed for the next 
step. 

 

 
1. 
2. 
3. 
4. 

 
5. 
6. 

 
 

7. 
8. 

 
9. 

10. 
 

11. 
12. 
13. 
14. 

  

 
Load all the SQL injection statements list from OWASP SecLists Project. 
For Each of the SQL statements 
       If statement syntax is in numeric data with bracket 
          Complete the SQL injected statement by appending 

it with bracket and the closing character. 
       Else If statement syntax is in string data with bracket 
          Complete the SQL injected statement by appending 

it with quotation symbol, bracket, and the closing 
character. 

       Else If statement syntax is in numeric data 
          Complete the SQL injected statement by the 

numeric closing character. 
       Else If statement syntax is in string data 
          Complete the SQL injected statement by the string 

closing character. 
       End IF 
End For 
Generate full list of injected SQL statements in a spreadsheet file. 
Verify the statements and produce the SQLi_Statements spreadsheet file. 
 

 

Fig. 6.     Dataset Collection procedure for SQL injected Statements. 

IV. CLASSIFICATIONS 

     The MATLAB classification learners are used to train and test 
the dataset with 23 different machine learning algorithms 
including Coarse KNN, Bagged Trees, Linear SVM, Fine KNN, 
Medium KNN,  RUS Boosted Trees, Subspace Discriminant,  
Boosted Trees, Weighted KNN, Cubic KNN, Linear Discriminant, 
Medium Tree, Subspace KNN, Simple Tree, Quadratic 
Discriminant, Cubic SVM, Fine Gaussian SVM, Cosine KNN, 
Complex Tree, Logistic Regression, Coarse Gaussian SVM, 
Medium Gaussian, and SVM. Based on the accuracy of the results 
we select the best five classifiers to develop our proposed SQL 
injection detection system.  

     We discover that the most accurate algorithm is Ensemble 
Boosted Tress that achieves an accuracy of 93.8%. This algorithm 
generates a prediction model in the pattern of an ensemble of weak 
prediction models based on tree regression learning by permitting 
optimization of an autocratic differentiable loss function [16]. The 
second algorithm that achieves an accuracy of 93.8% was 
Ensemble Bagged Trees. This algorithm is based on Random 
Forest [23], REPTree [24], and J48 [25]. The algorithm considers 
the samples of a training set using a method called sampling with 
replacement. Then, it employs the bootstrap sample to train a 
different component of the base classifier [17]. The Linear 
Discriminant algorithm achieves a 93.7% detection accuracy. This 
algorithm is based on the analysis of variance (ANOVA) and 
pattern regression to find a linear combination of features from the 
provided data [18]. The Cubic SVM also achieves an accuracy of 
93.7%. This algorithm uses the cubic distance metric, 
classification by obtaining the hyper-plane that distinguishes the 
two classes of data [19]. The Fine Gaussian SVM is the last 
algorithm selected for our system as it achieves an accuracy of 
93.5%. This algorithm depends on the selection of Kernel, and it 
uses cross validation on few collections of parameter in 
successions [20]. 

     Based on the above mentioned five machine learning 
algorithms, we develop a GUI MATLAB program as shown in 
Fig. 7. The GUI allows a user to input her/his SQL statement and 
get it classified by our proposed system. The pseudocode of the 
developed GUI program is shown in Fig. 8. 
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Fig. 7.     SQL injection GUI program screenshot 

 
 

1. 
2. 
3. 
4. 
5. 
6. 
7. 
8. 

 
9. 

10. 

 
procedure sqli_detector GUI 
Select the classifier 
Load the classifier data structure  
Input the statement or generate random one automatically 
Save the statement into STRING 
Calculate the features 
Create Total array and assign all calculated features to it 
Call predict function of the classifier structure and pass Total 

array to it 
Display the result of prediction 
end procedure 

 

 

Fig. 8.  The SQL Detector GUI Algorithm 

V. THE RESULTS AND ANALYSIS  

The accuracy of the results of any machine learning based 
system is measured based on True Positive (TP), False Positive 
(FP), True Negative (TN), and False Negative (FN) values that are 
generated after the testing phase. In our case, the TP and TN 
represent the number of SQL statements that are classified correctly 
while FP and FN represent the SQL statements that are classified 
incorrectly. The values of TP, FP, TN, and FN can be combined in 
a matrix called confusion matrix as shown in Table 1. The higher 
the values of TP and TN the more accurate the classification is. 

 

Table 1.     Guide to read confusion matrix 

True Negative 
Correctly classified as non-

injected SQL Statement 

False Negative 
Incorrectly classified as injected 

SQL Statement 

False Positive 
Incorrectly classified as non-

injected SQL Statement 

True Positive 
Correctly classified as injected 

Statement 

 
 

Table 2.     Confusion matrix, TP, FP and Accuracies for top 5 classifiers. 

Classifier 
Confusion 

Matrix 

TP 
Rate 
(%) 

TN 
Rate 
(%) 

Accuracy 
(%) 

Ensemble 
Boosted Trees 

66 37 
>99 64 93.8 

1 512 

Ensemble 
Bagged Trees 

66 37 
>99 64 93.8 

1 512 
Linear 

Discriminant 
64 39 

100 62 93.7 
0 513 

Cubic SVM 65 38 
>99 63 93.7 

1 512 
Fine Gaussian 

SVM 
63 40 

100 61 93.5 
0 513 

    Table 2 presents the results for the five most accurate classifiers. 
We can conclude from Table 2 that our system achieves more than 
99% accuracy in classifying the injected SQL statements in all the 
five classifiers. The best rate for classifying non-injected SQL 
statements as non-injected is 64%, which is the reason for reducing 
the overall accuracy of our system to 93.8% in the top two 
classifiers. The achieved accuracy is relatively high and it can be 
further improved by adding more instances in the dataset for the 
non-injected SQL statements as our dataset was having a small 
number of instances for the non-injected SQL statements 
compared to the injected ones. However, our system ensures that 
almost no SQL-injected statement is incorrectly classified as 
benign. 
     The results for the Ensemble Boosted and Bagged Trees are 
found to be identical. Having 616 SQL statements, 578 out them 
are classified correctly; while 38 only are classified incorrectly. 
Both classifiers present a high capability in detecting the SQL-
injected statements in more than 99% of the tested data. Fig. 9 
shows the receiver operating characteristic (ROC) curve for 
Ensemble Boosted and Bagged Trees classifiers. Having a ROC 
curve with an area under the curve (AUC) higher than 0.9 indicates 
that the system is efficient in classifying injected from non-
injected SQL statements correctly. 
 

 
 

Fig. 9.       The ROC curve for Ensemble Boosted and Bagged Trees 
classifiers. 

VI. CONCLUSION  

This research deals with extracting a set of features from the 
SQL statements and analysing them to detect whether they are 
injected with malicious commands or not. The proposed system 
resides between the database application and the database 
management system to examine the flow of queries and decides 
whether the queries are allowed to pass or not to the database. The 
performance of 23 different classifiers are evaluated in the work. 
Among these classifiers, the best five classifiers are selected 
(based on accuracy) to implement our proposed system. The 
proposed system is extensively tested, and the results show that 
both Ensemble Boosted and Bagged Trees classifiers provides the 
highest classification accuracy (93.8%). The area under the 
receiver operating characteristic curves for both are found to be 
above 0.9, which indicates that the system efficiently performs the 
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detection. To make the proposed system more accessible for users, 
a GUI has been developed. The GUI provides a user-friendly and 
efficient interface for the users to enter the SQL statements and get 
them classified efficiently by our system. To enhance the 
efficiency of the system, more non-injected SQL statements need 
to be considered in the dataset and more features need to be studied 
and experimented in future. Our system is also scalable is a sense 
that any enhancement can be easily implemented with minor 
modification.   
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