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ABSTRACT

Drive-bydownloadreferstoattacksthatautomaticallydownloadmalwarestouser’scomputerwithout
hisknowledgeorconsent.Thistypeofattackisaccomplishedbyexploitingwebbrowsersandplugins
vulnerabilities.Thedamagemayincludedataleakageleadingtofinancialloss.Traditionalantivirus
andintrusiondetectionsystemsarenotefficientagainstsuchattacks.Researchersproposedplenty
ofdetectionapproachesmostlypassiveblacklisting.However,afewproposeddynamicclassification
techniques,whichsufferfromclearshortcomings.Inthispaper,weproposeanovelapproachtodetect
drive-bydownloadinfectedwebpagesbasedonextractedfeaturesfromtheirsourcecode.Wetest
23differentmachinelearningclassifiersusingdatasetof5435webpagesandbasedonthedetection
accuracyweselectedthetopfivetobuildourdetectionmodel.Theapproachisexpectedtoserveas
abaseforimplementinganddevelopingantidrive-bydownloadprograms.Wedevelopagraphical
userinterfaceprogramtoallowtheendusertoexaminetheURLbeforevisitingthewebsite.The
BaggedTreesclassifierexhibitedthehighestaccuracyof90.1%andreported96.24%truepositive
and26.07%falsepositiverate.
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INTRoDUCTIoN

EverydayInternetusersareatargetbyalargenumberofattackerswhoareconstantlysearchingfor
vulnerabilitiestoperformvariousattackswithdifferentmotivationsandintentions(Harley&Bureau,
2008).Narvaez,Endicott-Popovsky,Seifert,AvalandFrincke(2010)considereddrive-bydownload
attacksasoneofthemostimportanttypesoftheseattacksinwhichtheattackeruseslegitimateand
illegitimatewebsitestospreadmaliciouscode.Afileisdownloadedtotheusermachinewithout
triggerbyexploitingawebbrowservulnerability.Thefileusuallycontainsamaliciouscodethat
runsonthetargetcomputer.Thismalwarecouldbeusedtostealconfidentialdata,createabackdoor
orserveanyimaginablemaliciousintent.LeitandCova(2011)believethatdrive-bydownloadsare
involvedinthespreadofmostoftherecentmalwareinfections.
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Matsunaka,Urakawa,andKubota(2013)foundthattheuserissimplysubjectedtothisattack
byclickingalinkinaphishingemail,malicioushyperlink,orunwantedpopupwindow.Figure1
showsonepossiblescenariotolaunchadrive-bydownloadattack.First,amaliciouswebsiteissetup,
calledthelandingormothershipwebsite.Thiswebsitecouldbemimickingalegitimatewebsiteor
actuallegitimatewebsitewheremaliciouscodeisinjected.Oncethewebsitesareinjectedwiththe
attackcode,theyactthefirstpointinachainofredirectionstomultipleintermediatewebsites.The
pointoftheredirectionsistohidetheactualexploitserversandmisleadinvestigators.Theusersare
finallyredirectedtotheexploitwebsite,whichincludesamoreelaboratemaliciouscodechargedwith
searchingforvulnerabilitiesandflawsbasedontheversionoftheuser’swebbrowserandoperating
system.Oncevulnerability is located itwillbeexploitedby themalwaredistributionwebsite to
downloadandinstallthedesiredmalwaredirectlytouser’sdevicewithouthisknowledge.Alldrive-
byattacksneednottofollowtheexactsameflowbutthemainidearemainsvalid.

Theultimategoalofdrive-bydownloadattackistotakecontroloftheclient’ssystemthrough
exploiting thevulnerabilitiesofwebbrowsersor itsextensions forcing it toperformundesirable
operations.Takata,Akiyama,Yagi,Hariu,andGoto(2015)foundthatattackscouldresultindataor
financiallossbecausetheattackercontroloverthevictim’scomputer.Mostdrive-bydownloadattacks
arecarriedoutbyfollowingfourmainsteps.Redirectionisconsideredthefirststepinwhichtheuser
istakenthroughachainofredirectionprocessestodeliverhimtomalwaredistributionsite.Attackers
useobfuscationasthesecondsteptohidethemaliciousscriptsunderseverallayersofobscurity.The
thirdstepisenvironmentpreparationinwhichtheattackerseeksgettingthepermissionstocontrol
thememoryinordertoinjectthemaliciouscodeinthebrowser’smemoryandjumpstoexecutethe
injectedcode.Exploitationisthelaststeptoperformtheattackandcompromisethevulnerabilities
inbrowserplugins.ThecompromisedclientthenrespondstoremotecommandsfromaCommand
andControl(C&C)runbysomebotherder(Cova,Kruegel&Vigna,2010).

Monitoringtrafficandsystemactivitiesprovideaconvenientwaytoidentifyattacks.Intrusion
detectionsystems(IDS)areusedfor thispurpose.Aldwairi (2006)usedHardware-basedIDSto
provideefficientandfastdetectionsystems,howevertheyareexpensive,complexandarenoteasy

Figure 1. Drive-by downloads attack flow
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toreconfigure.Aldwairi,andAlansari(2011)usedsoftware-basedIDSwithexeclusionmechanisim
toskipbenignpacksts.Despitetheconsiderablespeedup,itwasnotasfastasthehardware-based
solutions.Researchersconsideredboththeanomalyandthesignature-basedIDSs.Anomaly-based
IDSsystemsprovideastrongprotectionastheyareabletoidentifynewandpreviouslyunknown
attacks.Aldwairi,Khamayseh,andAl‐Masri(2015)foundanomaly-basedIDSssufferfromhigh
falsepositivesandnegatives.Signature-basedIDSsystemsprovidehigheraccuracyinidentifying
attacks,howevertheyarelimitedtothepredefinedpatternsandtheycannotidentifyzero-dayattacks
thatarepreviouslyunknown.

Manytechniqueshavebeenproposedanddevelopedbyresearcherstodetectandpreventdrive-
by-downloadsattacks.Atthesametime,attackersareimprovinganddevelopingtheirtechniques
andapproachestoevadedetectionbyexistingsystems.Oneapproachistousetraditionalanti-virus
toolsthatusethestoredpatternsofcommonmaliciousscriptstoidentifythemaliciouswebpages.
Anotherapproachislowinteractionhoneyclients,whichsimulatearegularbrowserbehavior.Both
approachesarelimitedtotheirdatabase,whichmaynotincludeallnewsignaturesandbehaviors.
Highinteractionhoneyclientsconsideredtobemoreadvancedthanthepreviousapproaches;itrelies
onmonitoringthesystemenvironmentonavirtualmachine.Unfortunately,thisapproachcannot
functionuntiltheuserinstallandactivatethevulnerablecomponent(Aldwairi&Ekailan,2011).The
mostpopularapproachisusingblacklistswhereallmaliciousURLsarestoredinadatabase.Before
theuservisitsawebpage,hisbrowserenquireswhetherthiswebpageislistedintheblacklistornot,
andaccordinglythemostappropriateactionistaken(Priya,Sandhya&Thomas,2013).However,
maliciousdomainspopinandoutveryquickly,whichmakesblacklistinginfeasiblesolution.

Inthispaper,weproposeanovelapproachtodetectdrive-bydownloadinfectedwebpagesbased
ontheextractedfeaturesfromtheirsourcecode.Adatasetof5435webpagesisusedfortrainingand
testingof23differentmachinelearningclassifiersandbasedonthedetectionaccuracyweselectedthe
topfivetobuildourdetectionmodel.Theapproachisexpectedtoserveasabaseforimplementing
anddevelopingantidrive-bydownloadbrowserextensions.

Therestofthispaperisorganizedasfollows.Thefollowingsectiondescribesthestudiesrelated
todrive-bydownloadattacksdetection.Anexplanationof the selected features from the source
codesandhowtheidentificationisdoneispresentednext.Theprocessofcollectingthedatasetthat
isusedforthetrainingandtestingofmachinelearningclassifiersandtheresearchapproachfollow.
Thesubsequentsectionpresentsthefindings,athoroughanalysisandcomparisontorelatedwork.
Finally,wepresentourconclusionsandsuggestionsforfuturedirections.

LITeRATURe ReVIew

Thefollowingliststhemostnotableandrecentproposedtechniquesbyresearchersintheareaof
characterization,detectionandanalysisofdrive-bydownloadattacks.Webrieflydiscusseachapproach
andpointoutitsadvantagesanddisadvantages.

Cova et al. (2010) proposed a novel approach for the analysis and detection of malicious
JavaScripts.TheproposedapproachwasimplementedinatoolcalledJSANDtoidentifymalicious
JavaScriptcodebycombininganomalydetectionwithHtmlUnitemulation.Thefeaturesidentifiedby
thesystemwerebasedmainlyonvariabledefinitionsandinitializations.Theresearchersprovedthe
efficiencyofJSANDbytestingitonagreatnumberofwebpages.However,theyfailedtoexamine
therecentandcommontechniquesusedbyhackerssuchaszeropixelobjectsaswellascommon
functionsknowntobeusedforloadingmaliciouscontenttovictims’computers.

Priyaetal.(2013)proposedastaticapproachwithaparserwritteninMATLABbasedonthe
elicitationfromthegenerateddatabasesofthewebcontents.Fewclassifierswereusedtopredictthe
decisionforlessthan1000manuallycollectedURLs.Theyusedthefollowingclassifiers:K-Nearest
Neighbor,RegressionTree,andSupportVectorMachine.Theselectedfeaturesarerathersimplistic
suchasnumberoftags,numberofwhitespacesandlocationofelementswithinthedocument.In
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testingphase,theyachievedasuccessrateof87.22%withSVM,87.05%withRegressionTree,and
87.74%withKNNclassifier.Smallnumberoffeaturesandclassifiers,andfailingtokeeppacewith
changesinmalwareattacksisaproblemofthisapproach.

AldwairiandAlsalman(2011,2012)introducedasystemthatidentifiesmaliciouswebsitesbased
onURLlexicalandhostcharacteristicssuchas:lengthofthetopleveldomain(TLD),numberof
dotsinURL,JS-Enable-Disable,TermFrequencyandInverseDocumentFrequency(TF-IDF).Naïve
Bayesclassifierwasusedtodistinguishmaliciousfrombenignwebsites.Asuccessfulimplementation
wasachievedwithaccuracyabove87%andlowoverheadbyusing31featuresthatareextractedfrom
thewebsitesandexaminedbythemachinelearningsystem.Calculatingsomeofthefeaturesisrather
expensiveandtheresultscanbemoreaccuratewithalargersetofURLs.

Matsunaka,UrakawaandKubota(2013)proposedanapproachtopreventdrive-bydownloadsby
observingthewebtransitionbehaviors.Theyimplementedaframeworkconsistingoftwocomponents:
monitoringsensorsandanalysiscenter.Monitoringsensorsaredeployedontheclientendsuchas
webbrowser,proxies,andDNSserverswhiletheanalysiscenterisdeployedatthenetworkend.They
derivedanalgorithmthatdetectsthedownloadofmalwaresbyutilizingmonitoringsensors.Based
onthenumberoftransferredhosts,thealgorithmappliestwoconditions,whichare:whetherthe
HTTPheaderorembeddedJavaScriptindicatetheredirection.Ifneitherconditionisvalidthenthe
algorithmtriggersanalertthatthefileorlinkismalicious.Thisapproachisbasedonlyonwebpage
transitionsandredirections,whichgivesamisleadingclassificationwhenadvertisementsarepresent
onthewebpages(Matsunaka,Kubota&Kasama(2014).

Le,Welch,GaoandKomisarczuk(2013)presentedasystemtodetectdrive-bydownloadattacks
andtoanalyzethemalwarebehaviorinareal-timeenvironment.Eventhoughthesystemisbased
onarealenvironmentbuttheattacksusedintheexperimentsaregeneratedusingMetasploit.Areal
datasetofattackswouldbettervalidatethefindings.Moreover,theproposeddetectionmechanism
generatedanoverheadtimeof9seconds,whichisconsideredrelativelyhigh,comparedtoother
availablesystems.

Takata, Akiyama, Yagi, Hariu, and Goto (2015) developed a system aimed to extract the
destinationURLsfromwebpagesindependentlyoftheoperatingsystemorthebrowserusedbytheuser.
BasedonmultiplestagesthesystemextractstheURLstoidentifyandanalyzethem.Unfortunately,
thesystemdoesnotperformefficiently if theextractedsliceshadmanyvariablesandfunctions.
Thatisconsideredagreatdisadvantageforthisapproachbecauseindrive-bydownloadsattackers
attempttohidetheirmaliciouscodewithinthewebpagebycreatingmanyvariablesandfunctions.

ThesystemdevelopedbyKikuchi,MatsumotoandIshii(2015)classifiesdrive-bydownloads
basedonfeaturessuchasredirectionmethodsandtheobjectsize.Theyvisualizetheconnections
betweentheserverandthevictimwherethemalwareattackisplottedasaredline.Theyimplemented
decisiontreeslearningfordetectingthemaliciousconnection.Thisapproachisworkingunderthe
principlethatdrive-bydownloadsinfectedpageswilltakelongertimetoloadthanbenignwebpages.
However,theydidnotaccountforbenignwebpagesthatcontainforexampleflashobjectsorhigh-
qualityimages.Thosewilltakealongtimetoload,thereforetheproposedapproachwillincorrectly
classifythemasmalicious.

AbrowserextensiondesignedbyKishore,Mallesh,Jyostna,Eswari,andSarma(2014)todetect
drive-bydownloadattacksbymonitoringthewebpagesbeforeloadingbytheusers.Ifthepageis
recognizedbythesystemasmaliciousitwillbereportedtotheuserandaccordingtohisdecision
anactionwillbetaken.Thisapproachdependsonlyonpredefinedmaliciouscodes.Consequently,
itisconsideredasignature-baseddetectionsystem,whichiseffectiveinonlydetectingwell-known
attacks.Unfortunately,attackerskeepupdating their techniquescontinuously, therefore signature
baseddetectionmightnotbethemostfavoredapproach.

Le,Welch,GaoandKomisarczuk(2013)proposedasystemthatkeepstrackingInternetExplorer
6todetectthedownloadpopupsbyusingwindow,mouse,andkeyboardtrackingmodules.After
thedetectionandtrackingprocess,thesystemtakesactionbasedonthefilefiltermodule.Themain
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shortcomingofthissystemisthatitdoesnotconsiderdownloadsthatoccurinthebackgroundwithout
theuser’s,knowledge,whichisthecaseinmostdrive-bydownloadattackscenarios.Moreover,this
systemisbasedonInternetexplorer6,whichisobsolete.

FeATUReS SeLeCTIoN

HTML tags are the basic elements for formatting and displaying webpages, these tags play an
essentialroleindistinguishingbetweenmaliciousandbenignsites.BasedonHTMLtagsanumber
offeaturescanbeidentifiedinordertoseparatetrustedwebpagesfromothermaliciouspages(Ozono,
Shiramatsu&Shintani,2010).

Wegatheredover5000websitesusingGoogle.comsearchengineandverifiedthemthrough
(Alexa,2016).Beforewecantestourapproachusingthisdatasetwearefacedwithadilemma.The
featureidentificationdilemmaishowtocalculatethefeatureswithoutvisitingthewebsite.Visiting
awebsiteandopeninganinfectedwebpageinthebrowsermeansrunningtheembeddedcodeand
unleashingaseriesofeventsleadingtotheinstallationofmalwareonthecomputer.Weproposean
alternativemethodtoopenthepageswithoutrunningtheembeddedcode.WewroteaMATLAB
parserprogramtodownloadandreadHTMLcodesfromtheURLsinthedataset.UsingthisMATLAB
parserasafeaturesidentifierwewereabletosafelyextractnumerousfeaturesthatareveryuseful
andefficientindistinguishingmaliciousfrombenignsites.

Initiallyweexperimentedwith26features,however,havingmorefeaturesdoesnotalwaysresult
inbetteraccuracy.Elevenoutoftheinitial26wereeliminatedbecausetheyresultedinmisleading
trainingmodel,whichaffectedthetestresults.Theparserextractsatotalnumberof15featuresand
storestheminExcelspreadsheettobeusedforfurtherdetectionandanalysisbymachinelearning
classifiers.Theextractedfeaturesinclude:whitespacesonapage,numberoftagsonapage,number
oflinksinapage,numberofvariablesdefinitions,numberofloops,numberofiframes,number
ofeval()whichinterpretsastringascode,numberofsetTimeout,numberofHTMLredirections,
numberofopeningtag,numberoffunctioncalls,numberofforms,numberofinputfields,zeropixel
objectsandon-load()functions.

Weintroducenewfeaturesnotpreviouslyusedbyanyresearcherssuchas:on-load()functions,
zerowidthi-frameandzeropixelobjects.Manyattackersrecentlyusedthosefunctionsorobjectsto
runtheirmaliciouscodeoncethepageisloaded.Theresultsprovedthisfeaturesettobeverypositive
inidentifyingdrive-bydownloads.Inaddition,attackersrecentlystartedassigningonlyzerowidth
iframeoronlyzeroheightiframe.Finally,manyrecentdrive-byattacksembeddediframesinside
tableswithzerodimensionsorvisibilityequalhidden.Thesenewtechniquesarenotdetectableby
thetraditionalfeaturesidentificationsystems,unlikeourapproachusingon-load()functionsandzero
pixelobjectsdetectionsystem,whichconsidersextrapossibilities.Algorithm1givesthestep-by-step
pseudocodeforfeaturesextractionprogram.

PRoPoSeD APPRoACH

Thissectionprovidesadescriptionoftheproposedapproach,datasetcollectionprocess,classifiers
usedfortheanalysisandthedevelopmentofthefinalGUIprogram.Figure2showstheflowdiagram
withtheproposedsystemvariousstages.ThefirststepisthecollectionoftheURLsdatasetthatare
classifiedtobebenignormaliciousaccordingto(Alexa,2016).ThenthoseURLsarevalidatedto
makesuretheystillexistandwillnotreturndefaultservererrorpage.Next,MATLABisusedto
obtaintheHTMLsourcecodeoftheseURLs.Thenthefeaturesextractorcodeparsesthereturned
HTMLcodetoextractthefeaturesandgenerateaspreadsheetfilethatwillbeusedasaninputtothe
trainingsystem.Forvalidation,thedatasetwasdividedinto5folds.Weexaminethedatasetwith
23differentclassifiers,theresultsofthetestingaresortedusingaccuracyandthebest5arechosen.
Finally,aGUIprogramwasdevelopedtolettheuserinspectURLsbasedonthetop5classifiers.
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Algorithm 1. Feature extractor

1: procedureFeatureExtract

2: InputthenumberofparsedURLS

3: InitializeTotalArraytozeros

4: InitializeURLsnumbercountertoone

5: WhileURLsnumbercounterlessthanthenumberofparsedURLs

6: LoadtheTXTfilewiththenameofURLsnumbercounter

7: SaveTXTfilecontenttoSTRING

8: Calculatethefeatures

9: AppendallthecalculatedvaluestoTotalArray

10: CreateExcelfileandsavethearraytoit

11: end While

12: end procedure

Figure 2. Proposed system flow diagram
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Data Collection
Classification systems that are based on machine learning are dependent on the quality and the
numberofinstancesprovidedbythedataset(Freitag,2000).Obtainingagoodqualitydatasetwas
achallengingtask,becausemostof theotherresearcherscollectedtheirownURLs.Westartby
collectingtwosetsofURLsthatarepreclassifiedintomaliciousorbenign.Thedatasetissavedinto
anExcelspreadsheetfile.ThentheMATLABparsercodesequentiallyimportsURLsfromtheExcel
file,downloadstheirHTMLsourcecodeandsavetheminTEXTfilesnumberedfrom1to5435.
TheURLsarethenvalidatedtomakesuretheyreturnactualwebsiteandnodefaultpages.Thiscode
providedasecure,fastandconvenientwayforcollectingthedataset.Thepseudocodefortheparser
programisshownbyAlgorithm2.

TheURLsforthebenignwebpagesinclude1181linksthataregatheredfrom(Alexa,2016)and
Googlesearchengine.Ontheotherhand,the4254URLsforthemaliciouswebpagesarecollected
from(hpHosts,2016),(Quttera,2016),andMalwareDomainList(Malwaredomainlist,2016).All
ofthe5435linksweretestedsuccessfullyandconfirmedtobevalid.

ThelaststepinbuildingthedatasetistoextractthefeaturesfromthedownloadedURLsand
storetheresultoftheanalysisinoneExcelspreadsheetfile.Eachrowintheexcelsheetsrepresents
awebsitecontentandeachcolumnavalueforafeature.

Classification
WeuseMATLABclassificationlearnerinordertoexploredifferentclassifierswhileconsidering
cross-validationofthedatasetforthetrainingandtesting.Severalclassifierswereusedandthose
withhighestaccuracyare selected foruse inmalicious sitesdetection.Weexamine23different
classifiersandbasedonthedetectionaccuracyweselectedthetop5tobeusedforbuildingthefinal
detectionmodel.The23examinedclassifiersare:SimpleTree,MediumTree,ComplexTree,Linear
Discriminant,QuadraticDiscriminant,LogisticRegression,LinearSVM,CubicSVM,FineGaussian
SVM,MediumGaussianSVM,CoarseGaussianSVM,FineKNN,MediumKNN,CoarseKNN,
CosineKNN,CubicKNN,WeightedKNN,BoostedTrees,BaggedTrees,SubspaceDiscriminant,
SubspaceKNN,andRUSBoostedTrees.

Basedontheresultsofthesimulations,aconfusionmatrixwascalculatedandthetop5classifiers
intermsofdetectionaccuracyarechosen.WedevelopaGUIdetectionmodelshownbyFigure3,

Algorithm 2. Parser

1: procedureParser

2: ReadURLsExcelspreadsheetfile

3: CalculatethenumberofURLs

4: InitializeURLscountertoone

5: WhileURLscounterlessthanURLsnumber

6: DownloadURLHTMLcontent

7: SaveHTMLcontentintoSTRING

8: CreateTXTfilewithnameequaltoURLscounter

9: SaveSTRINGcontenttotheTXTfile

10: Addonetostudentcounter

11: end While

12: end procedure
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usingthoseclassifiers.Thetop5classifiersare:BaggedTrees,WeightedKNNwithk=10,Boosted
Trees,MediumTree,andCubicKNNwithk=10.Belowweprovidemoredetailsabouteachclassifier:

1. Bagged Trees:AnensembleofcomplexdecisiontreesthatisbasedonRandomForest,Reduced
ErrorPruningTree(REPTree),andJ48.Consideredtobeveryaccurate,butitrequireshuge
memoryusageforlargedatasets(Shah,Aziz,Arif,&Nadeem,2015);

2. Weighted KNN: A K nearest neighbor classifier that calculates distance weighted average
foreachparameterfromthefeaturesvector.Theweightsareassignedaccordingtothefeature
performanceduringtheclassification(Feraru,&Zbancioc,2013);

3. Cubic KNN:Anearestneighborclassifierthatusesthecubicdistancemetric(Kok,Koronackide
Mantaras,Matwin&Mladenic,2007);

4. Boosted Trees:Ahighlypredictiveperformancemodelthatcombinesthestrengthsofregression
treesandboosting.Itsusesrelativelylittletimeandmemory(Elith,Leathwick,&Hastie,2008);

5. Medium Tree: Amediumcomplexitydecisiontreewithfewerleaves(Quinlan,1986).

Figure3showsthegraphicaluserinterfacethatallowstheendusertoexaminethelinkbefore
visiting the website. It is envisioned that this GUI would eventually be converted into a plugin
integratedintothebrowserallowingtheusertodecidewhethertovisitawebsiteornotwithoutbeing
affectedbythemaliciouscode.Theprogrampromptstheusertoselecttheclassifierfromthetopfive
andtoenterthesuspectedlinkfortesting.Next,itwillextractandcalculatethefeaturesdiscussed
earlier.ThentestthegivenlinkbasedonthefeaturesofitsHTMLsourcecodeusingthepre-trained
classifier.Theprogramwilldisplaytotheusertheresultoftheanalysistoinformhimifthelinkis
benignormalicious.Algorithm3showsthepseudocodefortheGUIbasedclassifier.Basedonthe

Figure 3. Drive-by download GUI program screenshot
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selectedclassifiertheprogramwillloadthetraineddatastructureanduseittodetermineresponse.
TheHTMLsourcecodeoftheURLinquestionwillbedownloadedandsavedintostring.Thatis,
itwillnotbeexecutedorinterpreted.Then,15featureswillbecalculatedonthestringwithHTML
codeandtheresultswillbeassigned.Thearrayispassedtoclassifierthatreturnsthefinalverdict.

eXPeRIMeNTS AND eVALUATIoN

TheresultsobtainedfromclassificationlearnerinMATLABforthe23differentclassifiersshowed
promising accuracy results. We present the results for the top five classifiers with the highest
accuracies.Figure4showstheconfusionmatrix,truepositive,falsepositiveandaccuracyforBagged
Trees,WeightedKNN,BoostedTrees,MediumTree,andCubicKNN.

Theconfusionmatrixcontainsthedetailsaboutthepredictedandactualclassificationdoneby
theclassifier.AsshowninFigure5,theelementsofthismatrixincludeTruePositive,FalseNegative,
FalsePositive,andTrueNegative.Thehigherthevaluesinthemaindiagonalreflectbetteraccuracy
intheclassification.ThatishighertruepositiveisthepercentageofthecorrectlypredictedYESof
theresults.AndhighertruenegativeisthepercentageofthecorrectlypredictedNOoftheresults.

TheBaggedTreesclassifierresultedinthehighestaccuracypercentageof90.1%,whilereporting
truepositiverateof96%andfalsepositiverateof33%.Thatis541(FPandFN)URLswereincorrectly

Algorithm 3. Drive-by download GUI

1: procedureDbDGUI

2: Selecttheclassifier

3: Loadtheclassifierdatastructure

4: InputtheURL

5: DownloadURLHTMLcontent

6: SaveHTMLcontentintoSTRING

7: Calculatethefeatures

8: CreateTotalarrayandassignallcalculatednumberstoit

9: Callpredictfunctionofthestructurewhilesendingtotalarray

10: Displaytheclassification/predictionresult

11: end While

12: end procedure

Figure 4. Confusion matrix, TP, FP and accuracies for top 5 classifiers
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classifiedwhile4921(TPandTN)URLswerecorrectlypredicted.Sameanalogycanbeappliedto
readFigure4fortheotherfourclassifiers.

Figure6showsthereceiveroperatingcharacteristic(ROC)curveforbaggedtreesclassifier.The
ROCcurveforbaggedtreesisverycloseto90ºanglewithverysizableareaunderthecurve.The
areaundertheROCcurve(AUC)is92%whichrepresentstheprobabilitytheclassifierwillscorea
benignwebsitehigherthanamaliciousone.

CoNCLUSIoN

ThisresearchdealtwithextractingHTMLfeaturesandanalyzingthemtodetectdrive-bydownload
attacksamongvisitedwebpages.The ideawas toprovideasafeutilityorplugin thatwillallow
userstotestURLswithoutbeingaffectedbythemaliciouscode.Fifteenfeatureswhereidentified
ofwhichthenewonesareproposed.TheHTMLsourcecodeof5435webpageswasextractedand

Figure 5. Guide to read confusion matrix

Figure 6. Receiver operating characteristic curve for Bagged Trees classifier
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theirfeatureswerecalculatedtodeveloptrainingandtestingdataset.Aparserandfeaturesidentifier
extractsprogramswerewrittenandpresented.

Theperformanceof23differentmachinelearningclassifierswasevaluatedonthecollected
datasetusingMATLAB.Basedontheresultstopfiveclassifiersfurtherexaminedandtheresults
presented.BaggedTreesclassifierwasachievedthehighestaccuracywithoveralldetectionrateof
90.1%.TheareaundertheROCcurveforBaggedTreeswas92%

Graphicaluserinterfaceprogramwasdevelopedtoallowtheendusertoexaminethelinkbefore
visitingthewebsite.Toenhancetheperformanceofthesystem,moredatasetinstanceswillbeacquired
toincreasetheaccuracyoftheprogramonitstrainingphase.Atwo-levelsecuritybrowserextension
iscurrentlybeingdevelopedusingourproposedapproachtoprovidereal-timeuserprotection.
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